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NMOYEMY Tbl ELLIE HE B UB:
PA3BOP OLLIMBOK HOBNYKOB»» AN Ib BE3

PO30OBbIX CKA3OK: KAK NMEPEUTU K NMPAKTUKE
EBFEHUA CTPOEB
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CTPOEB
pt

BONbLLUVE N HE OYEHb KOMIMAHNW, BAHKIW, 3ABOAbI, FAROXOABL.

2
Business Information Security Tinkoff
MU3MEHEHWE NMPOLIECCOB, AHAN3 PUCKOB, NPAKTUYECKAA NB A

Professional Consultation —
KAPBbEPHbBIE KOHCYNBTALA, VIRTUAL-CISO, AHAN3 SALLUULLIEHHOCTWU

Anbda-baHk
Career
POSITIVE TECHNOLOGIES — RESEARCH & DEVELOPMENT
ALFABANK — SECURITY OPERATION CENTER & RED TEAM z(
TINKOFF — BUSINESS INFORMATION SECURITY OFFICER exness

EXNESS — SECURITY BUSINESS ANALYST




CybereD

O YEM
CEMroOAHS

OLWNBKN HOBNYKOB NN KAK AYMAET
MPAKTUK, A HE BEMHbIA CTYAEHT

PEANbHOCTb VB BE3
MAPKETUHIOBOW MNEHbI

KOraAVATUA B
PEANDbHbIE 3AAAYA

'AE TPEHUPOBATbCH, UTOBbI PACTWU, A HE
KONNEKLUMOHUPOBATb BENAYKNKUA
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MN\N\IO3NA OBbMAH

UYTO TEBA
2 HAC

01 3AaecCb NNATAT HE 3a &9 YNTAN», A 30 «S HALIEN U AOKA3ANY

02 OueHb AONrO KOXKETCS, UTO Thl VUNLLbCH

03 OueHb NO3AHO NPUXOAUT MOHUMAHME, UYTO Tbl MPOCTO MOTPEOBNAN KOHTEHT

PbIHOK NOBGUT YBEPEHHDbIX, O HE CAMbIX HAUYUTAHHbIX



NUNNIO3UNA O
YTO TEBA XXAET B U

- A paboTaTb B VIb croxkHO?
- COBCEM HET. DTO KaK .

Ha BeArocuneae, ‘
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CybereD

Tbl HE N'NYT'bIN.

#2 Tbl MPOCTO
B PEOXXVIME

01 CwmMoTpeTb M MOHMMATb - MPUATHO
02 PewaTtb caMomMy - 60NbHO
03 Mosr nobut nepsoe n nsdberaet BTOpPOro

04 TloaTomy Tebe KaXKeTCS, UTO Tbl PACTELb

A Ha pene Tbl Bbibupaelwb KOMPOPT BMECTO nporpecca




ri\ABHM

HOBUYKA

«EWwe oaAnH KypC - N HAUHY»

«BoT nayuy Bcé, Torna nomay B NpAaKTUKY»
«OcTanoChb pewmnTb BCero napy MAmH n TOYHO 6yay rotos»
«MHe noka paHo»

O6bIYHO 3TO HE OCTOPOXKHOCTb, 0 KPACUBO YNMAKOBAHHbIN CTPAX
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KAK MbICNMT YENOBEK, PABOTA
KOTOPOIO NOMATb CUCTEMDI

[Ae 3pecb cnaboe MecTo » YTO MOXXHO MCMONBb30BATb HE TAK, KOK
30AYMbIBONU

[Ae 3awmTa cnabee, ueM KaxKeTco “ ,,
: = » AuyTo ecnm “MbICNUTb LLUPE

Kyaa npolue Bcero samtu

A€ MOXXHO MONYUYUTb NLLHUIA AOCTVTT

Kakoe pasButre ataku MOXKeT 6biTb AdNbLLE

vV vvVvVvyvyy

Ae MOXXHO oMbUTbCAa 6e3 NocCNeaACTBUMA

| BAXXHA HE “YA3BMOCTbDL”, ANMYTb AO PE3YN\bTATA J
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BPEMA OYUXTENDbHbIX UCTOPUIN

» [pe 3pecb cnaboe MecTo

» [ae 3awmTa cnabee, UueM KaxKeTco

» Kyaa npolye Bcero samTu

» [A€ MOXXHO MONYUYUTb AULLHUA AOCTVI

> Kakoe pasBuUTUe aTaKM MOXKET 6biTb ACNbLLE

> [Ae MOXXHO oWmnbunTbca 6e3 NocneaACTBU

» YTO MOXXHO MCNONBb30BATb HE TAK, KOK 30AYMbIBONMU

» AuyTO ecnm “MbICAUTb WKpe”
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BPEMSIIO}
NCTOPUN

[pe 3pecb cnaboe MmecTo

[Ae 3aWmTa cnabee, yeM KaXkeTco

Kyaa npolle Bcero 3antu

A€ MOXXHO MONYUYUTb NULLHUU AOCTVYN

Kakoe pa3sutme ataku MOXKeT 6biTb AdNbLUE

[Ae MO)XKHO onbunTbcHa 6e3 NocnepCcTBUn

YTO MOXXHO MCNONB30OBATb HE TAK, KOK 30AYMbIBONU
A yTO ecnm “MbICAUTb LLUNPE”

XT biIX
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XT biIX

BPEMSII®\
NCTOPUN

[pe 3pecb cnaboe MmecTo

[Ae 3aWwmnTa cnabee, HeM KaXKeTcH

Kyaa npolie Bcero 3antu

A€ MOXXHO NMONYUYUTb NULLIHUW AOCTYN

Kakoe pasButme atakm MOXKET 6biTb AdNbLLE

[Ae MOXXHO oWmnbunTbca 6e3 nocnepcTBun

YTO MOXXHO MCNONB30OBATb HE TAK, KOK 3AAYMbIBANU
A yTOo ecnm “MbICN\UTb WWUNpPE”
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UYTO OTNMHAET CMNbHOIO HOBUNYKA

YYMeeT AOBOAUTb AO PE3YNLTATA

He nyraeTtcqa Tynuka
Dukeunpyet xoa MbichU. NOrMUHbIN XOA MbICNA

He >KAET npeanbHbIX YyCNOBUN

vVvvyyvyy

Mo>keT 06bACHUTb, UTO HALLEN

CUNbHbIU - HE TOT, KTO MHOIO 3HAET, ATOT, KTO HE PASBANUMBAETCS MO I'I‘ITI/IJ
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'AE TPEHUPOBATD
2 YTOBbI BbIN

01 Nabbl - AnA 6A30BON MEXAHUKM
02 Tacku - AN TOUYEUYHOro HABbIKA
03 CTF - aAng cKOPOCTU U HACMOTPEHHOCTHU

04 CLl.eHGprle 30A404YN — ANA TPEeHUPOBKU LUernovek U MblluULneHUA

Ho ana HacTosdAwero B3pocneHund H\>KHbl pednbHbie 3aAa4YA
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NMEHTECT

TuMnmnp neHTecTepoB B «bacTtnoH» ¢ 5+ net onbita B B
AsTop Telegram-kaHana «lMoxek» (16K+ NOANUCUNKOB)

ABTOP KYPCA:

CEPI'E/ 3bIBHEB

B OCHOBE UHTEHCUBA —
NMPAKTUYECKUN
OrbIT SKCMEPTA:

Pas6op pabounx kencos

TecTuposaHue Al-
WHCTPYMEHTOB B 30AA4YAX
offensive security

OKCNEepUMEHTbI C
PA3NMYHBIMU MOAXOAAMMU K
ABTOMOTU3ALMKN NEHTECTA

OnbiT B Al/LLM:

$5 000+ MHBECTMPOBAHO B 3KCMEepUMeHTbl ¢ Al-areHTamu
1,5 ropa RAD B Al pna neHTecTa

« CBOPKA AlI-NMAVNNANHA
o ANA OFFENSIVE SECURITY

(
OcHoBHaA + [leHTecTepbl
ayauTopus. 4+ CneunanucTbl offensive security
+ Bug bounty-uccneposartenm
+ Red team uH>xeHepbl
Ao
\_
f
Takke 6ypeTr
NONe3eH: +  AppSec-nHxeHepam
+ DevSecOps-cneunanuctam
+

Blue Team cneunanmctam - on NOHUMAHUA NOMUKU ATAKVIOLWEro

Security engineers, y4acTBVIOWMM B Security-TeCTUpPOBAHUN
UHPPACTPYKTYPDI

((




NMPUBATHDIE MPOrPAMMBbI  ©VPer<?
OT AO «KUBEPUCITIbITAHUA»

ANA CTYAEHTOB TPEKA «NMEHTECTEP»

: VHUKANBHAS BO3MOXXHOCTb OTPAEOTATb Eggsggg;; Kgg}g:;gﬁepm
MNPAKTUYECKUE HABBIKU HA UHOPACTPYKTYPE

I KU
PEANBHbIX KOMMNAHUIA U MONYYUTb ®UHAHCOBOE ssbitiiebilus KoL s

BO3HAINPAXXAEHUE 3A BbINONHEHHbIE 3AAAHUA.
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NMPUMEP 3AAAYN
& 2 O L (. 1N HEAOMYCTUMOIO COBbITUS
KOMNAOHUMU
3 KC KI\|O3 UBH O A’\ﬂ o [MonyunTb KNtoyeBble Mpasd
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—— OpenDay CyberEd / MapTHEpbI




ABTOPCKUMU KYPC

3] ETOPA 3AULIEBA

CPEACTB 3ALUATDI. ”

OOPMAT E Bupeo-nekumm + NpakTuKu
Y HO BUPTYONbHbIX CTEHACX.
~
OCHOBA Kypc 6asunpyeTtca Ha pape
y MaTepuanos Tpeka «lMeHTectep»

Q) Bo BpeMs Kypca Bbl CMOXXeTe HANpaAMYIo
0o6LWaTbCA C AKCMEepPTOM B UdTe Kypca.

—— OpenDay CyberEd / O6HOBNEHUS B MPOAYKTAX —— . s s n s n s as

“:r# REDLAB: OLEHKA YCTONU/BOCTM | s o
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KAPbEPHbIN TPEK B UB:
SBONIOLUNA NMPOOU

PocT: KOHTeKCT U
ueHHocTb (Middle).

CwMelleHre POKYCa C KKAK B3NOMATbY
Mepexop ot Teopumn kK cteHaam n CTF. BaykHO He MpocTo HA «3a4eM 3TO busHecy. MoHMaHue
VUnTbCH, O PUKCUPOBATL UTOT: HAOMAEHHbIE YA3BUMOCTU U TOro, KOK TBOSl pa60Ta BAUSIET HO
OTPAGOTAHHbIE CLIEeHAPUN. 6€30rNacHOCTb BCEN CUCTEMBI. Bbibop
MyTx: SKCTMIEPT UNU TUMNAUA. 02

CtapTt: NpakTuka n
PEe3VNbTAT.

01 =

: WTtor: MacwTab
3penocTb: PeueHus u OTBETCTBEHHOCTW.

HeornpepeneHHOCTb

Poct B IB — 31O HE CMeHa Kpecen, a 3BONOLMSA MbILUNEHUS.

Mepexon or Mcnom;el-ém K OT UCNONHUTENS 30AAY K APXUTEKTOPY, KOTOPbIA BUAUT
NMPOEKTUPOBAHUIO. Pa6oTa CO CNOXXHBIMU CUCTEMY LISMVIKOM.

cUcTeMamMm 6€3 roToBbIX OTBETOB.
Co3A0HME CBOMX MPOAYKTOB U

CTPATErNNA. 03

—

O4
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/
W B neHTecTe oT lNoxek

\
-

~ i DETA / AsTopckuit kypc Eropa 3anuesa «O6xon AHTUBUPYCOB
OCTABNAN SAABKY! X
/
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MUHN-KYPC 13 NNATHbIX MPOrPaMM HA BbIGOp

@

-+ KapbepHbii MOAYNb MO TPYAOYCTPOUCTBY
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NABAUTE PA3BEPEM

BALLIU
BOI'IPOCbI
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AE CO3AAETCH UN\NO3USA MPOIMPECCA

BecKoHeuHble KypCbl 63 MPAKTUKN
PelueHus «no ramay»

CTF paau onara, a He NOHMMAHUA

vV vivy

CaMOoOLIEHKA MO KONMYECTBY MPONASHHOro

PEWNTb CAMOMY

NMPOIMPECC - 9TO HE KONMYECTBO 3AKPbITbIX MALUNH, A CITOCOBHOCTD j




CybereD

HOPMANbHAA TPAEKTOPUA POCTA

N3yumn

[MoBTOPUN

Caenan cam
Owmbces
Pasobpan owmnbky
[MoBTOPUN NYULLIE

/; e - _.. 21 WO _ '.‘

LIVE. DIE. REPEAT

[TpymeHun B HOBOU 3ap04Ye | 4; _ i ) i 4
£ (W, - -
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® N\oman. Owmbauncsa. Yumucb






KOIAATbI TOTOB K
NeEPBbiM PEANDH

O1
02
03
O4
05

[OTOB He TOT, KTO 3HAET BCE. [OTOB TOT, KTO YyMeeT CAeNATb CAM.

CybereD

POEKTAM

Mo)kelb camM pacKkpyTUTb 3aAa4yY 6€3 NoLaroBon NOACKA3KN
YMeelb O6bACHUTD, UTO HALLUEN N NMOYEMY 3TO BADXKHO

He Tepsaewbcqa 6e3 npeanbHOro ycnosus

MoHnMaeLb rpaHuLLbl CBOEN YBEPEHHOCTU

YMeelb paboTaTb AKKYPATHO, O HE «NULUb 6bl CTPENbHYNO
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KOIrAA Tbl TOYHO HE FOTOB

» HyKeH rama Ha KOXKAbIN wWwar
» Niobaa HECTAHAOPTHOCTb NOMAET TE6E MO3r

» He Moxellb BHATHO 0pOPMUTb PE3YNbTAT

» Nuwellb «BONLLEBHDbIN YEKNUCT BMECTO MbILLNEHUNA»

ECNA Tbl HE TOTOB BPATb HA CEBA OTBETCTBEHHOCTDb
- B PEANbHOCTb TEBE PAHO
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NMOYEMY BONBbLLUMHCTBO UAET B
PEANDbHDbIE 3AAAYN CNALLKOM NMO3AHO

» Koyt Mudpmnueckom NoNHOM roTOBHOCTU
CnULLKOM AONTO CUAAT B YUEB6HON NMECOYHMULLE

bosarca owmbuTtbca NyonmMuyHo

vV vy

[MpuBbLIKAIOT 6bITb «YUALLMMUCH», O HE UICMONHUTENAMU

NMPAKTUKE

NMEHTECTEPAMUW HE POXXAAIOTCHA, UM CTAHOBATCA HA j
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KAK HE OBNAXATDb

~2 HATIEPBDIX KTAX

01 He urpam B ceHbOpa paHbLUE BPEMEHM
02 dukcupym xon NPOBEPKU

03 3apasaun NpABUNbHbIE BOMPOCHI

04 He obewan HeBO3MOXXHOE

05 /Nyulwe aKKYPATHbIA PEe3yNbTAT, YEM LUYMHbIA LUPK

[NepBble NpoeKTbl r'Yy6UT He HE3HAOHUE, O HEAKKYPATHOCTb.
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XOPOLLUO, ATTAE BCE 3TO TPEHUPOBATb
CUCTEMHO?

» He Ha Bupeo/cTaTtbax/BebuHapax B «36paHHOMY
He B nanke «100 KypcoB, KOTOpbIE 1 OAHKABI AOUUTAIO HOUHY

H\/)KHG cpenq, rae MOXXHO peLldTb, oLmnbaTbCH U PACTU

vV vy

HykHa nnatdopmMa, NpnbnmKeHHas K peanbHoOU cpeape

LLEMOYKUN

HACTOALLAA NMPAKTUKA — 3TO CBA3U, KOHTEKCT U j




Cyber€D

UYTO ELLIE
2 OYEHDb BAX

01 [lopor Bxopd AOMNKEH 6bITb HMKE, YEM YPOBEHb 60nu
02 O6yuyeHne He pONKHO NOMATbCS 06 A3bIK, ONNATY N AOCTVYN
03 XoueTcq NPAKTUKU, O HE KBECTA «KAK BOO6LLE NONACTb HO NNATOOPMY»

04 HOpMCII\bHO, Koraa cpepd noMoraeT y4nTbCHd, a He MeladeT

He ucnbiTbiBATH CTpGAGHVII?I - 9TO HOPMANbHO.
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HACKBASE:

NMPAKTUYHECKA
BUTPUHA C I

01 JQenaeTca 3KcCnepTaMm AN SKCNepToB
02 Lenb - HOYUYUTb, O HE MOHETU3NPOBATb BHUMOHUE
03 bBbnmke K Hawen peanbHOCTU, B KOTOPOWU Mbl YXUBEM

04 YpnobHee 3aX0AUTb B MPAKTUKY 6€3 NULHEro TpeHus

Mhatdopma cTaBuUT TE6SA B YCNOBUS, A€ Tbl PACTELLD.
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HACKBASE ANSl PYCCKOSI3bIMHOMN
AYAUTOPUW: B YEM NPUKNAAHOM MNNIOC

» DBbicTpee BXOA 30 CUET A3bIKA N KOHTEKCTA
» MeHblle 6bITOBOro TpeHUs Ha CcTapTe

» [MpaKTuKa 6nmKe, YeM MAPKETUHT

» ocTyn K MONHOLIEHHOW CUCTEME U PEANbHBIM MPOEKTAM

CUNbHO MNMPOLLIE.

l KOIrAA CPEAA HE MELLAET, PACTU CTAHOBUTCHA j
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A4

AABANTE PASBEPEM

BALLIU




C\/berED STANDOFA

NMONNITOH
3.6 STANDOFF HACKBASE

[ NEPBDIE LLATA ] [ NMEPBDbIE TACKW ]

N 4 )
@ Bnapucnae CraueHko @ Butokos TeMbéynar
NAAEP NMNAATOOPMbl HACKBASE. NCCNEAOBATEND VIHCI)OPMALLVIOHHOVI
BE3OMNACHOCTUM B STANDOFF 365.
PABOTAN B KOMIMAHWAX
POCTENEKOM U X5, YYACTHUIK U ABTOP KAHANA S3C4RCH U
MPU3EP COPEBHOBAHWN. AKTBHbIN YYACTHNK BUG BOUNTY.
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