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2. The art of memory forensics
https://www.memoryanalysis.net/amf

3. KpumunanucTuka KOMIbIOTEpHON MaMsITH Ha paktuke. Kak adexruBao
AQHAJIM3UPOBATH ONEPATUBHYIO NAMSTh
https://e.lanbook.com/book/314951?category=1554
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1. Reverse Engineering for Beginners
MOoXHO cKauaTh pyCCKyIO BEPCHUIO OECIIIIaTHO MPSIMO C CaifTa.
https://beginners.re/

2. The IDAPRO BOOK. Xoporiasi KHM>KKa ITPO 3HAMEHUTHIN au3accemonep
uny. [Ipu >)xenaHuu, U KHUTY U camy, TOBOJIbHO CBEXKYIO BBIJICUCHHYIO U,
MOKHO HAlTH B CETH.


https://www.memoryanalysis.net/amf
https://e.lanbook.com/book/314951?category=1554

https://www.amazon.com/IDA-Pro-Book-Unofficial-Disassembler/dp/15932728
98

3. Practical Malware Analysis

https://www.amazon.com/Practical-Malware-Analysis-Hands-Dissecting/dp/159
3272901/ref=pd_aw_{bt_img m_sccl 2/130-7265049-1157222?pd_rd_w=xED

Fij&content-id=amzn1.sym.6d90cd56-3eed-4d23-b409-a3b634cfdc4d&pf rd p
=6d90cd56-3eed-4d23-b409-a3b634cfdc4d&pt rd =DRWFSRESZKTPIBSSC
EKS&pd _rd wg=eWawf&pd rd r=d0fe0dd2-7c24-42e8-aabb-cdcef92682c4&
pd_rd_i=1593272901&psc=1

4. Practical Reverse Engineering: x86, x64, ARM, Windows Kernel, Reversing
Tools, and Obfuscation
https://www.amazon.com/dp/1118787315/ref=sspa_mw_detail 0?ie=UTF8&ps
c=1&sp_csd=d21kZ2VOTmFtZT1zcFO9waG9uZVI9kZXRhaWwpl3NParams

5. PyTkutsl 1 OyTKUTHI
https://www.ozon.ru/product/rutkity-i-butkity-rodionov-evgeniy-matrosov-aleks
-504419925/? _rr=1&abt_att=1
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IMose3nast mogdopKa pasjauYHbIX AUCTPUOYTHUBOB M comyTcTBYIOIero I1O.

Crucok none3HbIx quctTpudyTuBoB s nenrectepon, OSINT crnermanucTos,
(hOpeH3UKH U IPYyTUX HallpaBieHU B cepe MHGOPMAITMOHHOMN 0€30MMacHOCTH:

ISO:

- Kali Linux;

- BackBox;

- Predator-OS:;

- Tails;

- Kodachi;

- Parrot;

- CSI Linux;

- CAINE;

- Tsurugi Linux;
- AthenaOS:;

- Forlex;

- Paladine edge:
- Whonix;

- ChallengerOS.

ISO standard:

- Ubuntu - Ver. 22.10;

- Windows 11 - Ver. 22H2;
- MacOs - Ver. Ventura.

Virtual Machine:

- OffenOsint — OSINT;

- Commando-VM — CyberSec;

- ThreatPursuit-VM — Cyber threat intelligence;

- Flare-VM — Digital Forensics;

- Remnux — Analysis Malware - Digital Forensics;
- SANS/SIFT Workstation — Digital Forensics.

Emulaotri Android:
- WSA - Windows Subystem per Android:
- BlueStack:



https://www.kali.org/get-kali/#kali-platforms
https://t.me/Social_engineering/2529
http://predator-os.ir/
https://t.me/Social_engineering/1664
https://t.me/Social_engineering/1651
https://t.me/Social_engineering/984
https://t.me/Social_engineering/946
https://bit.ly/hj265_caine
https://t.me/Social_engineering/1982
https://lnkd.in/dp_XPTH6
https://lnkd.in/dtXW7yv2
https://sumuri.com/product/paladin-edge-64-bit/
https://t.me/Social_engineering/592
https://www.challengeros.com/
https://www.challengeros.com/
https://lnkd.in/deF4wffK
https://lnkd.in/dRbe3-YZ
https://lnkd.in/djqJXc7R
https://lnkd.in/dCjvQ8QG
https://lnkd.in/dVvG5Ctp
https://github.com/mandiant/ThreatPursuit-VM
https://github.com/mandiant/flare-vm
https://remnux.org/
https://www.sans.org/tools/sift-workstation/
https://learn.microsoft.com/it-it/windows/android/wsa/
https://www.bluestacks.com/it/index.html

- NoxPlayer;
- Genymotion;

- Android-Emulators.

IO nns BUpTYaIM3alum:

- VirtualBox - JlIokymMeHTanus;

- VMWARE - [IokyMeHTalus;

- Hyper-V - JlokymMmeHTalus;

- Kernel Virtual Machine - JIokymeHTaIus;

- UTM Virtualizzatore per MAC - JlokyMeHTaIusl.

1O nas coznanusd live USB:

- Rufus - JlokyMeHTanmus;

- Arsenal Recon - JlokyMeHTaIMsA;

- Ventoy - JlokymeHTanms;
- Balena Etcher - JlokymeHTanus;
- Easy2Boot - JlokyMeHTanusl.



https://www.bignox.com/
https://www.genymotion.com/
https://android-emulators.com/amiduos
https://android-emulators.com/amiduos
https://www.virtualbox.org/
https://www.aranzulla.it/come-usare-virtualbox-1054804.html
https://www.vmware.com/it/products/workstation-pro.html
https://www.aranzulla.it/come-virtualizzare-con-vmware-29315.html
https://learn.microsoft.com/it-it/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v
https://learn.microsoft.com/it-it/virtualization/hyper-v-on-windows/quick-start/create-virtual-machine
https://www.linux-kvm.org/page/Main_Page
https://ubuntu.com/blog/kvm-hyphervisor
https://mac.getutm.app/
https://docs.getutm.app/
https://rufus.ie/it/
https://www.ilsoftware.it/articoli.asp?tag=Rufus-guida-all-uso-del-programma-per-creare-supporti-avviabili_15137
https://arsenalrecon.com/products/arsenal-image-mounter
https://arsenalrecon.com/arsenal-image-mounter-aim-walkthrough
https://www.ventoy.net/en/index.html
https://github.com/CScorza/DistroForensics/files/10019777/VENTOY.pdf
https://www.balena.io/etcher/
https://it.manuals.plus/batocera/balena-etcher-software-manual
https://easy2boot.xyz/

e 0630p kpuMuHaTUCTHYECKUX apTedakToB Windows

e [lpakrtuueckue npuémel padboTel B Wireshark.

Ecnu wyxna pononnutenvHas uHbopmanus U Bbl XoTuTe mpokayaTh CBOU
3HaHus pabotTel ¢ Wireshark, To s coOpan HeOObITyI0 MOA00PKY Marepurana C
xabpa. Hexoropble cTaThu XOTh M CTapble, HO B HUX OYEHb MHOTO aKTyaJlbHOMN
uH(DOpMaIK, MOATOMY OepUTe HA 3aMETKY:

- ®unerpsl Wireshark:

- Wireshark Mindmap:;
- Amanus SSL/TLS Tpaduka B Wireshark:

- Wireshark jns Bcex. Jlalidxaky Ha KakJIbIH JIEHb;
- Kak nerko pacummdposarse TLS-tpaduk ot 6payzepa B Wireshark:
- DOuiaerpel 3axBara _JUld CETEBBIX _aHAJIM3aTopoB _ (tcpdum Wireshark

Paketyzer);
- MouuTtopunr Tpadguka Ha KoMMyTaropax npu nomoru Wireshark

e KoMIBIOTEPHBIE CETH

* Jlns Tex, KTO HavyaJl 0CBaMBaTh TEMY KOMIIBIOTEPHBIX CETEN,BOZMOKHO Oyner
untepecHo:Kypc Annpest Copokuna Ha HE monHocThio 6ecruiaTHbIif

- Opranm3anus cereri TCP/IP;
- Agammsarop cetu Wireshark:

- IIpuknagHON YPOBEHB;
- IIpotokoxr HTTP:

- HTTP B TEKCTOBOM PEXKUME;
- Konmmmposaune B HTTP:

- HTTP B Wireshark [HOBBIi BBITYCK].

= (CcpUIKa Ha Uienauct: https:// www.yvoutube.com/



https://habr.com/ru/articles/841712/
https://jvns.ca/blog/2018/06/19/what-i-use-wireshark-for/
https://t.me/Social_engineering/3246
https://t.me/Social_engineering/2669
https://habr.com/ru/companies/billing/articles/261301/
https://habr.com/ru/companies/vdsina/articles/562110/
https://habr.com/ru/articles/253521/
https://habr.com/ru/articles/211042/
https://habr.com/ru/articles/211042/
https://habr.com/ru/articles/592895/
https://www.youtube.com/watch?v=ChvfQVF1xUQ&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=7&pp=iAQB
https://www.youtube.com/watch?v=roomx2y6K3E&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=8&t=106s&pp=iAQB
https://www.youtube.com/watch?v=5F1MA9JCfjM&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=9&t=49s&pp=iAQB
https://www.youtube.com/watch?v=I_ReFF3qiQ8&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=10&t=6s&pp=iAQB
https://www.youtube.com/watch?v=umu1rYPhaBw&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=11&pp=iAQB
https://www.youtube.com/watch?v=AMonMSmVUeI&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=12&pp=iAQB
https://www.youtube.com/watch?v=OsuVDVEhFT4&list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8&index=13&pp=iAQB
https://www.youtube.com/playlist?list=PLtPJ9lKvJ4ojPWFLuUz6g8c73Ta45bUN8




